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Ohne ausdruckliche schriftliche Vereinbarung der
Tems Security Services GmbH sind Sie nicht berechtigt, diese Prasentation
an Dritte weiterzugeben oder damit zu werben.

Dritte konnen aus dieser Prasentation keinerlei Rechte ableiten.

Der Teilnehmer und somit Empfanger des Vortrags verpflichtet sich, Dritte
Uber den Inhalt dieser Vereinbarung zu informieren und die Tems Security
Services GmbH schad- und klaglos zu halten.
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e Es war einmal vor 20 Jahren ...
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Im Falle einer Verschllsselung

We are the RansomHub.
Your company Servers are locked and Data has been taken to our servers. This is serious.

Good news:

- your server system and data will be restored by our Decryption Tool, we support trial decryption to prove that your files can be decrypted;

- for now, your data is secured and safely stored on our server;

- nobody in the world is aware about the data leak from your company except you and RansomHub team;

- we provide free trial decryption for files smaller than 1MB. If anyone claims they can decrypt our files, you can ask them to try to decrypt a file larger than 1MB.

FAQs:
Who we are?

Want to go to authorities for protection?

- Seeking their help will only make the situation worse,They will try to prevent you from negotiating with us, because the negotiations will make them look incompetent,After the
incident report is handed over to the government department, you will be fined <This will be a huge amount,Read more about the GDRP
legislation:htips://fen.wikipedia.org/wiki/General Data Protection Regulation=The government uses your fine to reward them.And you will not get anything, and except you

Think you can handle it without us by decrypting your servers and data using some IT Solution from third-party "specialists"?
- they will only make significant damage to all of your data; every encrypted file will be corrupted forever. Only our Decryption Tool will make decryption guaranteed;

Don't go to recovery companies, they are essentially just middlemen who will make maney off you and cheat you.
- We are well aware of cases where recovery companies tell you that the ransom price is 5 million dollars, but in fact they secretly negotiate with us for 1 million dollars, so they
earn 4 million dollars from you. If you approached us directly without intermediaries you would pay 5 times less, that is 1 million dollars.

Think your partner IT Recovery Company will do files restoration?
- no they will not do restoration. only take 3-4 weeks for nothing: besides all of vour data is on our servers and we can
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@ DragonForce

Step 3 - (Negotiations)

@ SHARED SESSION ( Redacted F5) NEW PRIVATE SESSION © ‘

Hello Hacker Team, I hope this message finds you well. My name is Michael Meixner trom Tems
Security Services, and I am the negotiator and responsible for your client with customer
""Redacted s can you please contact me on casehandler@tems-security.at . Thx
Mike

8:35 AM, Today

Hello Hacker team,

Redacted

Hé] F'A.Q'

We have data obtained

encrypted your computers

Negotiate, pay and re

You can do this yours

intermediary companies ¢




Hacker Rules

Q: What do you have?

R: We have data obtained from your network and we have encrypted your
computers.

Q: What should we do?
R: Negotiate, pay and restore your data.
Q: How?

R: You can do this yourself, or use the services of intermediary companies
of your choice.

Q: How does this work?

R: You contact us and receive a list of files we have. We provide 1-3
medium-sized files at your request to verify that this list is real. We can
decrypt 1-3 files of yours from encrypted computers to demonstrate
that this is real. In both cases, critical files cannot be used. Next, you
receive payment details and pay. After payment you receive programs
and instructions for recovery. If necessary, a description of the incident
procedure can be obtained to prevent its recurrence. If you wish, you
can retrieve your files from our servers before they are deleted, or we
will delete them immediately.

Q: We don't believe you! You will not delete our data! You will harm us by
using them after payment!

R: We are not involved in industrial espionage or other similar activities.
Our work is built on our reputation. Only we know about the incident,
and if after successful negotiations there is a leak on our part, this will
complicate our further work.

tems I
security

Q: Then why should we pay? We will restore what we can and continue to work.
R: If negotiations fail, all information about the incident will be made public. This
will be done widely, openly and completely free of charge. Anyone can download
this data and use it as they wish. A trade secret will no longer be a secret. Work
with counterparties will become public. GDPR, CCPA and other laws will be
violated when working with clients, and you had been notified of this. There may
also be consequences not listed here, taking into account the specifics of your
business.

Q: Why do this? This is not beneficial for you. Let's just pay you the amount you
could sell the data for, and that's it.

R: We do not sell data, do not engage in industrial espionage, etc. Therefore, the
amount is not determined by how much this data could be sold privately. Data on
incidents for which negotiations ended in failure are published completely free of
charge and without restrictions, to serve as an example that we keep our word in
subsequent negotiations. You can see this for yourself on our blog.

Q: We noticed in your blog information about a company that interests us. Do you
have any unpublished data on it? Or data on other companies in this area? We'll
pay you well.

R: We are not involved in industrial espionage or anything like that. All data on
incidents with successful negotiations are completely destroyed, and information
about them is private. All data on incidents involving unsuccessful negotiations
have been published in full.

Q: What about the discount?

R: The maximum allowable discount is 45% of the amount quoted to you, in case
the company does not understand, first we make a blog post and set a time, then
we publish the data and remove the decryptor from our servers.
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Network Security Applications

Mistakes People Make that Lead to Security Breaches

Quelle: Internet
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= The Ten Worst Security Mistakes IT People Make

1. Connecting systems to the Internet before hardening them.

2. Connecting test systems to the Internet with default
accounts/passwords.

5. Failing to update systems when security holes are found.

. Using telnet and other unencrypted protocols for managing systems,
routers, firewalls, and PKI.

5. Giving users passwords over the phone or changing user passwords in

response to telephone or personal requests when the requester is not
authenticated.

6. Failing to maintain and test backups.

7. Running unnecessary services : ftpd, telnetd, finger, rpc, mail, rservices
s. Implementing firewalls with rules that don't stop malicious or dangerous

traffic - incoming and outgoing.
o. Failing to implement or update virus detection software.

10. Failing to educate users on what to look for and what to do when they
see a potential security problem.



Network Security Applications

Mistakes People Make that Lead to Security Breaches

Quelle: Internet
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The Seven Worst Security Mistakes Senior Executives Make

Assigning untrained people to maintain security and providing neither the
training nor the time to make it possible to learn and do the job.

Failing to understand the relationship of information security to the
business problem - they understand physical security but do not see the
consequences of poor information security.

Failing to deal with the operational aspects of security: making a few fixes
and then not allowing the follow through necessary to ensure the
problems stay fixed.

Relying primarily on a firewall

Failing to realize how much money their information and organizational
reputations are worth.

Authorizing reactive, short-term fixes so problems re-emerge rapidly.
Pretending the problem will go away if they ignore it.



Network Security Applications

Security Best Practices

Quelle: Internet

Benefits of implementing best security practices:

To make it so difficult for an attacker to gain access that he gives
up before he gets in

Many sites have minimal or no security - attackers usually gain
access relatively quickly and with a low level of expertise

With some security, chances of an attacker exploiting its systems
are decreased significantly - the intruder will probably move on to
a more vulnerable site

“The idea is not that you should protect a system to the point it
cannot be compromised, but to secure it at least enough so that
most intruders will not be able to break in, and will choose to
direct their efforts elsewhere”

e.qg. itis just like putting iron bars and locks on our windows and
doors - we do it not to "keep the robbers out", but to persuade
them to turn their attention to our neighbors



Network Security Applications

= Security Best Practices

= Backup

= Maintain full and reliable backups of all data, log files

= Archive all software (purchased or freeware), upgrades, and
patches off-line so that it can be reloaded when necessary

» Backup configurations, such as the Windows registry and
text/binary configuration files, used by the operating systems
or applications

» Consider the media, retention requirements, storage,
rotation, methods (incremental, differential, full) and the
scheduling

= Keep copy of a full backup in a secure off-site location for
disaster recovery

Quelle: Internet



Network Security Applications

Security Best Practices

2

IDS

-

FW

-

Logger

Quelle: Internet

Enable and Monitor Logging and Auditing on a 24x7 basis

"Prevention is ideal, but detection is a must"
We must realize that “No prevention technique is full-proof”

New vulnerabilities are discovered every week that you may not be
aware of

Constant vigilance is required to detect new unknown attacks

Once you are attacked, without logs, you have little chance of finding
what the attackers did

You can not detect an attack if you do not know what is occurring on
your network

Logs provide the details of what is occurring, what systems are being
attacked, and what systems have been compromised

If any log entries that don't look right, and investigate them
immediately
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Yesterday at 6:10 PM

[Australia, RDP, Domain User]
Industry: Grocery Retail / Retail
Revenue: ~$19 Million

AV: Default Windows Defender

SO bl”lg sind Price: $900

Wl r | n Premium [Austria, RDP, Domain User]
oc _ Industry: Test & Measurement Equipment / Manufacturing
. Joined: Jan 27,2022 e
Oste rre|Ch Revenue: ~$23 Million
Messages: 30
AV: ESET
1

Reaction score: I
Price: $1.1k

Escrow deals:

Deposit: [United States, RDP, Domain User]

Industry: Retail General / Retail
Revenue: $6-7 Million

AV: SentinelOne

Price: $600
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Die eine Spielregel in der IT

Training und Wissen sind die entscheidenden
Faktoren fiir den Erfolg.

* Einem Hacker genligt bereits eine
einzige Schwachstelle oder
Fehlkonfiguration, um Zugriff auf
das Netzwerk eines Unternehmens
zu erhalten.

Bereits durch einen einzigen Befehl
oder eine seitliche Bewegung
(,Lateral Movement®) innerhalb
des Netzwerks kbnnen wir den
Hacker entdecken und seine
Aktivitaten frihzeitig erkennen.

<tems

security



Hacking 1x1
1. Cyber Kill Chain
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Hacking workflow

\Qh\=-¢ ===

RECONNAISSANCE
'\
WEAPONIZATION N
74
e DELIVERY
EXPLOITATION N\
@ INSTALLATION
)):-©
N
COMMAND & CONTROL (C2) -l
e
| ACTIONS ON OBJECTIVES (what's next?)

teM Ssecurity

Source: https://www.lockheedmartin.com/ THE LOCKHEED MARTIN CYBER KILL CHAIN ©



Hacking 1x1

2. Wie finde ich verwundbare Systeme?
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Huhn oder Ej

https://crt.sh/
https://dnsdumpster.com/

https://www.shodan.io/

https://www.exploit-db.com/

https://www.cvedetails.com/vulnerability-

list/

-teM.r
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https://crt.sh/
https://dnsdumpster.com/
https://www.shodan.io/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.cvedetails.com/vulnerability-list/
https://www.cvedetails.com/vulnerability-list/
https://www.cvedetails.com/vulnerability-list/

IT-Security Basiswissen
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Secure AD Tier Model (2/2)

Tierl-Alow

\x ﬁ‘_

W Tierl-Deny
N
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T ~ — e s
-_1_-1 . —*

. ~
T
|
1

Tier2-4low

Member Workstation -t 9 M I

Tier2-Deny s€curity



EDR aus zwel
Gesichtspunkten

* CompanyIT

Gute Konfiguration
Completeness

Aktive
Benachrichtigungen

Immer die EDR Losung
updaten

Endpoint Detection and Response

e Attacker

Suche nach
“whitelist” Folder

Gerate ohne
Antivirensoftware
finden

So gut wie moglich
verschleiern
(Obfuskation)

Betriebssystemeigene
Tools verwenden

Remote-Zugriffe
verschlisseln und
andere geschutzte
Systeme einbinden

Erase Data Remotely
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Austlug in das
Internet

https://www.ransomware.live/

z:
. Victims this - @.
Victims Victims this year
month

18663 543 2176




BKPS

Passworter
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Die Zeit, die ein Hacker benétigt,
um dein Passwort mittels einer
Brute-Force-Attacke zu ermitteln 2024
12 x RTX 4090 | bcrypt

TIME IT TAKES A HACKER TO BRUTE
FORCE YOUR PASSWORD IN 2022

Zahlen und Klein- Ll EW LB

Number of Numbers Only Lovwercase Eftzz:ci:;: I':::"r: Een::;?cp;pszr T:EEE::;:{;?S:" PasswPrtIénge nur . nur LA /GroBbuchstabe /GroRbuch-
Characters Letters Letters Letters Letters, Symbols (Zeichen) Zahlen Kleinbuchstaben GroBbuchstaben n staben, und
Symbole
4 Instantly Instantly Instantly Instantly Instantly 4 Sofort Sofort 3 Sekunden 6 Sekunden 9 Sekunden
5 Instantly Instantly Instantly Instantly Instantly ) Sofort 4 Sekunden 2 Minuten 6 Minuten 10 Minuten
6 Instantly Instantly Instantly Instantly Instantly 6 Sofort 2 Minuten 2 Stunden 6 Stunden 12 Stunden
7 | Instantly Instantly 2 secs 7 secs 31 secs 7 4 Sekunden 50 Minuten 4 Tage 2 Wochen 1 Monat
8 Instantly Instantly 2 mins 7 mins 39 mins 8 37 Sekunden 22 Stunden 8 Monate 3 Jahre 7 Jahre
9 Instantly 10 secs 1 hour 7 hours 2 days 9 6 Minuten 3 Wochen 33 Jahre 161 Jahre 479 Jahre
10 Instantly 4 mins 3 days 3 weeks 5 months 10 1 Stunde 2 Jahre 1 Tsd. Jahre 9 Tsd.Jahre 33 Tsd. Jahre
1" Instantly 2 hours Smonths B 3 years  3dyears 11 10 Stunden 44 Jahre 89 Tsd. Jahre _—
12 2 secs 2days | 24years | 200years  3kyears 12 4Tage  1Tsd.jahre [[4Mio.jahre || 38 Mio.Jahre |[164 Mio.jahre |

13 19 secs 2 months : E1k@s m ﬂy&*‘!! _ 13 1 Monat 29 Tsd. Jahre _— 11 Mrd. Jahre
14 3mins  4years  6dkyears |[[7S0kyears || i6myears | 14 1jahr  |[jGEiTSaMaNtE] 12 Mrd.Jahre 147 Mrd. Jahre 805 Mrd. Jahre
15 32mins 00YEarsS I_—_ 15 12 Jahre _ 652 Mrd. Jahre 9 Bio.Jahre 56 Bio. Jahre

16 Shours [ Ekyears 3 |__ 92bn years 16 119jahre  [Bi7MNiiGNahrel 33 Bio.Jahre 566 Bio.Jahre 3 Brd. Jahre
17 2 days 69k years |_ 179bn years 7tn years 17 1 Tsd.Jahre 13 Mrd.Jahre  1Brd.Jahre  35Brd.Jahre 276 Brd. Jahre
18 3weeks [ ENINEBISIN 467bnyears  1ltnyears  438tn years 18 11 Tsd. Jahre | 350 Mrd. Jahre 91 Brd. Jahre  2qn Trill. Jahre 19qn Trill. Jahre

www.hivesystems.com/password “<tems
security


https://www.hivesystems.com/password

Falls das
Passwort
schon einmal
gestohlen
wurde

Number of
Characters

Numbers Only

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Wwww.hivesystems.com/password

Lowercase

Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Upper and
Lowercase

Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Numbers, Upper
and Lowercase

Letters

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly

Numbers, Upper
and Lowercase
Letters, Symbols

Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly
Instantly


https://www.hivesystems.com/password

Multi Channel Phishing
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Multi Channel Phishing

— -use 7 _

~OPeration =;..HIR;3#§_

'r“zr“md-llse__ False 1
r_mod.use y - Fa)ge

ror_mod.use_z = Trye

Melection at the end -add
N _ob.select= 1
fer_ob.select-1
i text.scene.objects.actiw

* Linkedin (Fake Accounts invite) M{"Selected” + str(sodiier M
bpy. context.selected_ob
 Slack ( Username / Password) Aty objects[one.nane]-sal

rint("please select exactiyp '™

Tik Tok (blur picture, Download Software)

_ OPERATOR CLASSES --~

Whats App (Fake co-worker, Excel, Winword)

Vom Mobile to Desktop (incompatible Browser) ypes. 00erator)y, oiccted M

= r
mirro - .ror_X
- - xct-mirror__n:lr‘r‘
gpject-_

Microsoft Teams (Chat Funktion, Datentransfer)
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BKPS

Fileless Malware




Eine Moglichkeit einer Fileless Malware

BKPS

@ Event Viewer

File Action View Help
= 2= HE

§2] Event Viewer (Local)
» # Custom Yiews
» _“1., Windows Logs
v B Applications and Services Logs
i+ Hardware Events
fs] Internet Explorer
fs| Key Management Service
» [ Microsoft
@ Microsoft Office Alerts
» -] OpensSH
@ Visual Studic
{5 Windows PowerShell
» _E Saved Logs
E‘I Subscriptions

Key Management Service Mumber of events: 34

Lewvel Date and Time Source B ™
{i} Informaticn 21/05/2022 12.46.54 Cobalt

@ Infermaticn 21/05/2022 12.46.54 Cobalt

@ Informaticn 21/05/2022 12.46.54 Cobalt

@ Infermaticn 21/05/2022 12.46.54 Cobalt

@ Informaticn 21/05/2022 12.46.54 Cobalt

@ Informaticn 21/05/2022 12.46.54 Cobalt W
{_ >
Event 1337, Cobalt x

General Detaijlz

40544152554880E54881EC2000000048201 DEAFFFFFF42890F4881 C39CE40100FFD341BEF0B3AZS A
668040000005A4889FSFFDO000000000000000000F20000000E1 FBAOEDDBA0ICD21B8014CCD21546
369732070726F677261602063616E6E6FT42062652072756E20606E20444F5320606FE4652E00000A
2400000000000000EFDABAEDABBEDAB3ABBEBD4B3ABBEBD4BICD351ABSAABBD4B3885406B3338
BD4B3351B13B3AABBD4B35ATDNBE322BBD4BI5ATDNARBIZ2BEBD4B35ATD19BIATBED4B3AZC34
7B3ADBED4B3ABEBDSB3TIEED4E388541AB39FEED4BICD551EB3AABBDARIC D551BEHAAEED4E1

Actions

Key Management Service

4

Open Saved Log...
Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

Save All Events As...

Attach a Task To this Log...

View
Refresh

Help

Fuent 1237 Crhalt
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Microsoft Zero Trust Concept

I— Posture Management |

|dentities Applications
> ] essm
& / > 6{\‘Ev\‘ as> et g 4, ‘ Microsoft -
Microsoft 000 ’o,)) Defender for
Azure AD R . Cloud
(90 Zero Trust S Data

- /S policy enforcement n 101010
m oloilol
101010

Microsoft A\

Deienier - e =4
for Identity Protection.INfrastructure
Endpoints Microsoft Conditional Com—
0. |
! Access (o0 |
I a» @ Microsoft &
Defender c
Microsoft
| 74 Defender for Network
Microsoft

Cloud Apps

Endpoint
Manager

Monitoring Solution (SIEM) -t eM I
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Presenter Notes
Presentation Notes
Key Takeaway: This is a summary of how Microsoft technologies work together to apply Zero Trust principles to Access Control



https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/

Azure Token
Dilemma

tems
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Wenn Azure AD ein Token ausstellt, enthalt dieses Informationen
(,,Claims”), wie etwa Benutzername, Quell-IP-Adresse, MFA-Status und
ACCGSS tO ke N weitere Details. Es umfasst zudem alle Berechtigungen, die ein
. Benutzer in Azure AD besitzt. Wenn Sie sich als globaler Administrator
p rOteCtIO N an lhrem Azure-AD-Mandanten anmelden, spiegelt das Token diese

Berechtigung wider.

— - R :

Credentials and token
compromised

 J Connection proxied to
legitimate website for

s-.f"' _,_.f. i authentication and MFA
— ) — ' —— ([ET) < >

Attacker Phishing email Users AITM Infrastructure Legitimate website

T — I eeeeccsscssssssscsssssssssssssssssssssssssssssssssssmssee——————
Attacker replays session -
X i MFA check Attacker granted access to
token with MFA check _ A e
passes legitimate website

completed

Source: Microsoft

evilginy.

evilginx2 is a man-in-the-middle attack framework used for phishing login credentials along with session cockies,
which in turn allows to bypass 2-factor authentication protection.

This tool is a successor to Evilging, released in 2017, which used a custom version of nginx HTTP server to provide
man-in-the-middle functionality to act as a proxy between a browser and phished website. Present version is fully
written in GO as a standalone application, which implements its own HTTP and DNS server, making it extremely easy
to set up and use.

t see”% ﬁt_y



Auslesen von Cloud Token

Das Auslesen und Stehlen eines Azure Cloud Access Token ist leider
ganz einfach und kann NICHT von einer EDR-L6sung erkannt oder
geblockt werden. All dies funktioniert mit Tools vom Betriebssystem.

e ®©Q % y. N
3 F;?S;‘;::: i Jerm Finden derToken | Senden
. Winword e taskManager e Via E-Mail
e Outlook e SYSInternals eylJOeX e Upload via
e Excel Browser
'ter

securi y



Live Demo — Auslesen von Azure Token
mit aktivem EDR Produkt!

Tools:
TaskManager
Strings64
Jwt.io (website)

strings64.exe WINWORD.DMP | findstr /i eyJOeX

<tems

security

40



Der 39 Sekunden Angriftf




Der Cyber Incident Fall
Maria Enzersdorf
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* Schwachstelle — Fortinet — Backup der Firewallkonfiguration
* Im Backup der Firewallkonfiguration befinden sich:
* Alle Netze
* Alle Regeln
* Alle SYSLog-Server Eintrage
* Alle lokalen Firewall Usernamen und Passwarter

Ablauf

v Aufbau der Netze

v’ Haben Server Internet Access?

v’ Log-Level pro Rule

v' Alle lokalen Benutzer und Passworter
v VPN — Config

v’ Ist ein SYSLOG-Server eingerichtet?



Unbekanntes
Datum

24.3.2025

25.3.2025
26.3.2025

INJER

Diebstahl der Zugriff inkl. Verschlisselung, Verbindungsdauer

Minuten. Verschlisselt wurden FS, Backup & Storage

FW Config
Austesten 10:10 Uhr Anruf bei .der Tems Security Hotlin? |
des Zugriffs 11:00 Uhr vor Ort mit 2 Incident Response Mitarbeitern

91 Stunden Cyber Incident Response Support von Tems Security



Umgesetzt nach dem Cyber Incident

v' MFA fur jeglichen Remotezugang zum internen Netzwerk
v SOC Service

v EDR L6sung ausgerollt

v’ Tier Level Concept

v’ Backup Konzept

v’ Firewall Hardening

-teMI

security



IT-Security
Log-Management
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Without a SIEM you are driving here at high speed ...




With and without Log Management

Source: Cybok.org

helpdecrypt@msgsafe.io

-
YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email helpdecrypt@msgsafe.io YOUR ID
If you have not been answered via the link within 12 hours, write to us by e-mail: helpdecrypt@msgsafe.io

Attention!
Do not rename encrypted files.

Do not try to decrypt your data using third party software, & may cause permanent data loss.
Decryption of your fies with the help of thrd parties may cause ncreased price (they add therr fee to our) or you

can become a victim of a scam.

OR

-teMI
sé€curity



NUtzliche Hilfe mit PDF-Dokumenten

e Bei unbedenklichen PDF-Dokumenten

* https://www.virustotal.com

* Online PDF-Viewer
e https://smallpdf.com/pdf-reader

* Online PDF-Analyse
e https://pdfux.com/inspect-pdf/

Aber Vorsicht, sobald Sie ein PDF-Dokument hochgeladen
haben, ist es im Internet veroffentlicht.

Vorsicht bei “vermeintlich” vertraulichen PDF-Dokumenten

-teMI
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https://www.virustotal.com/
https://www.virustotal.com/
https://smallpdf.com/pdf-reader
https://smallpdf.com/pdf-reader
https://smallpdf.com/pdf-reader
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https://pdfux.com/inspect-pdf/

So erschweren Sie dem Angreifer den Zugriff:
Administration auf dem neuesten Stand der Technik.

Cloud Security &
Compliance
Strategy

Protect Backup No local admin Strict Tier Model
Solution account for users

Implement MFA
for all external

Proper Client

Patch No Internet Hardening of IT-

Access for Servers Equipment
Management access

Minimum EDR for Zero Trust Advance-d Logging Setup smart and
for Windows

Defence Architecture clever Honeypots
Systems

<tems
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Mogliche Prifungshandlungen fir Ihre Tatigkeit

Zero Trust Richtlinie

State-of-the-Art
Passwort-Richtlinie

Multi-Faktor-

Authentifizierung
(MFA)

Phishing

Backup und
Wiederherstellung

Schutz sensibler
Daten

Rechnungseingang
& IBAN-Anderungen

Privileged Access
Management (PAM)

Incident Response &
Notfallmanagement

Signierter, sicherer
Rechnungsversen

Software-
Patchmanagement

Cloud-Services &
SaaS-Provider

t 598% ﬁty



Detailaufstellung der Prafungshandlungen

Zero Trust Richtlinie

Phishing

Rechnungseingang & IBAN-
Anderungen

Rollen, Zugriffsrechte und Berechtigungen auf Aktualitat und
Angemessenheit stichprobenartig prufen.

Prinzip ,Never Trust, Always Verify“ durch gezielte
Kontrollen sicherstellen.

Regelmaliige interne Phishing-Tests durchfiihren.

Kontrolle und Evaluierung der Teilnahme an Security-
Awareness-Schulungen.

Prozess zur Anderung von IBAN Nummer bei Kreditoren und
Debitoren (!Medienbruch!)

<tems
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Detailaufstellung der Prafungshandlungen

Ausgehende E-Mails sollten digital signiert werden, um
mogliche Betriiger abzuschrecken.

it Signierter, sicherer Rechnungsversand

T Single Identiy (AD, Azure Entra ID)
State-of-the-Art Passwort-Richtlinie Keine Anderung von Passwortern mehr mit MFA oder

Passwordless

Stichprobenartige Wiederherstellung ausgewahlter
Daten aus Backup-Prozessen testen.
RegelmalRige Prifung der Vollstandigkeit und Aktualitat

von Backup-Protokollen. 3-2-1 Konzept
't(-‘MI

security

e Backup und Wiederherstellung



Detailaufstellung der Prafungshandlungen

RegelmalRige Kontrolle der Nutzung von Admin- und
privilegierten Accounts.

Stichprobenartige Uberpriifung, ob Prinzipien wie , Least
Privilege” eingehalten werden.

.
ittt Privileged Access Management (PAM)

Stichprobenpriifung ausgewahlter Systeme auf aktuelle
Sicherheitsupdates (ERP, AD, SQL, Web).

Bewertung der Vollstandigkeit der Patch-Management-
Protokolle. CVE Check wenn moglich

Software-Patchmanagement

ﬂ Lickenlose Implementierung von MFA zu ALLEN
;& Multi Faktor Authentifizierung Zugangen in das Unternehmen.

-ter
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CIS (Center of
Internet

Security)

—

C I S Center for Internet Security

CIS_Microsoft_365_ Foundations_Benchmark v3.1.0 (417 pages)
CIS_Microsoft_Azure Foundations Benchmark v2.1.0 (575 pages)
CIS_Microsoft_Intune_for_Windows_11 Benchmark_v3.0.1 (1.040 pages)
CIS_Microsoft_ Windows_11 Enterprise_Benchmark_v3.0.0 (1.379 pages)
CIS_Microsoft_Windows_Server 2022 _Benchmark_v3.0.0 (1.123 pages)
CIS_Ubuntu_Linux_22.04 LTS Benchmark v2.0.0 (1.064 pages)
CIS_Debian_Linux_12 Benchmark_v1.0.1 (1.011 pages)

https://downloads.cisecurity.org/#/
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< YBER INCID

computerforensic
& more

eDiscovery

ITGutachter

mobileforensic

-NT R
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